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1
Decision/action requested

SA3 is asked to approve this addition to TR 33.894
2
References

3
Rationale

This submission contains a gap analysis comparing the NIST zero trust tenets to current 3GPP security mechanisms for the 5G Core. For this analysis, some thought was put into how the tenets specifically apply to a 5G Core since the NIST Special Publication 800-207 Zero Trust Architecture utilizes a user-to-enterprise example for applying the zero trust tenets.
4
Detailed proposal

***
BEGINNING OF 1st CHANGE   ***

5.Y
Tenet #7: The enterprise collects as much information as possible about the current state of assets, network infrastructure and communications and uses it to improve its security posture
5.Y.1
Description 

“An enterprise should collect data about asset security posture, network traffic and access requests, process that data, and use any insight gained to improve policy creation and enforcement. This data can also be used to provide context for access requests from subjects (see Section 3.3.1).” [2]
Zero Trust is not a set and forget security paradigm. The applied Zero Trust Architecture should be periodically reevaluated and improved upon.
5.Y.2
Relevant security mechanisms 

Tenet 7 is more of a directive to system administrators than a set of security mechanisms to apply to the 5GC. 
5.Y.3
Evaluation 

Tenets 1 through 6 needs to be in place for a system administrator to apply Tenet 7.

***
END OF 1st CHANGE   ***

